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Substantial Numbers of | e

U.S. Adults Taking Steps
to Prevent Identity Theft

Most trust banks, but less than half
trust retailers to prevent others from
accessing their sensitive personal
information or account number

A recent Wall Street Journal Online/Harris Interactive Personal Finance Poll
reveals that while relatively few U.S. adults say they have fallen victim to identity
theft, substantial numbers have taken specific steps to help prevent it from happen-
ing to them. Three in five (60%) adults who have had their identity stolen' lost
money as a result, and while a majority recovered their losses within three months
(57%), one in five (21%) say they have not yet been able to recover their loss. The
poll further explores how much adults trust banks, credit card companies, insur-
ance companies, brokers and retailers to prevent others from accessing their sensi-
tive personal information and account numbers, and what they do when they
receive a suspicious email from a financial institution or other company with
whom they have an account.

These are some of the results of an online survey of 2,120 U.S. adults conducted
by Harris Interactive between May 1 and 3, 2006 for The Wall Street Journal
Online’s Personal Journal Edition.

Personal experience with identity theft

Sixteen percent of adults say they have had their credit or debit card used by
someone they don’t know without their permission. Smaller numbers say their
identity was used to open a phone, utility or other type of account (3%), their
personal information was used for non-financial fraud (2%), a mortgage or line of
credit they didn't authorize was opened in their name (1%) or their identity was
stolen and used in some other way (6%).

Preventing identity theft

In an effort to help prevent identity theft, about seven in 10 adults say they watch
for suspicious activity on their accounts (73%), shred mail that contains their
account numbers (72%), and/or limit access to their Social Security number
(69%) to prevent identity theft. Other steps taken include checking their credit

1 Defined as those adults who said their credit or debit card was used by someone they didn’t know
without their permission, their identity was used to open a phone, utility or other type of account,
their personal information was used for non-financial fraud, such as on tax forms, to gain employ-
ment, to obtain healthcare or prescription drugs, to avoid criminal prosecution, or in other ways, a
mortgage or line of credit they didn’t authorize was opened in their name, andor their identity was
stolen and used in some other way.
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reports (41%), limiting the purchases they make online (30%), limiting their
online banking transactions (24%), and signing up for a credit-monitoring service
(8%). Some demographic differences exist:

* Those with a college degree or higher are more likely than those with a high
school education or less to watch for suspicious activity on their accounts
(84% vs. 66%), limit access to their Social Security number (74% vs. 66%),
and check their credit reports (54% vs. 31%).

* Those with annual household incomes of $75K or more are more likely than
those with household incomes of less than $35K to check their credit reports
(53% vs. 34%).

* Those ages 18 to 34 are less likely than their older counterparts to watch for
suspicious activity (63% vs. 81% of 45- to 54-year-olds), shred mail that has
their account numbers (62% vs. 78% of those aged 55 and over), and limit
access to their Social Security number (60% vs. 74% of 35- to 44-year-olds
and those aged 55 and over).

* Those in the West are more likely than those in the Northeast to check their
credit reports (47% vs. 38%).

* Women are more likely than men to watch for suspicious activity on their
accounts (78% vs. 68%), shred mail that has their account numbers (76% vs.
68%), limit access to their Social Security number (72% vs. 66%), and check
their credit reports (43% vs. 38%).

Anne Aldrich, Senior Vice President of the Financial Services Practice at Harris
Interactive comments, “Clearly identity theft is an important issue to the public
today, and huge numbers are taking steps to try and avoid becoming victims.
Financial institutions can build public trust by educating customers about how to
keep their identity secure and by devising better ways for customers to communicate
with them about their personal account activity.”

When specifically asked about suspicious emails, more than eight in 10 (83%) online
adults say they have received emails from a financial institution or other company
they have an account with that appeared suspicious. While slightly more than half
(52%) say they delete the email, more than a third say they take an investigative
approach by reporting the email to or confirming it with the company in question
(39%) or go to the company’s website on their own to check their account (36%).
Few (3%) say they do nothing when they receive a suspicious email.

Who adults trust with their personal information

Banks have been most successful in gaining public trust, as 80 percent of adults
say they trust banks a fair amount or a great deal to prevent others from accessing
their sensitive personal information or account number. At least half of adults say
they trust credit card (64%), insurance companies (62%), and brokers a fair
amount or a great deal to protect their personal information. Retailers, however,
have some work to do as about half (52%) say they trust retailers very little or not
at all to protect their personal information.
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TABLE 1
Personal Experiences
“Which of the following, if any, has happened to you?”
Base: All adults
]
] Total
%
L My credit card or debit card was used by someone
, . S 16
| dont know without my permission.
m My identity was used to open a phone, utility or other type 3
of account.
u My personal information was used for non-financial fraud,
= such as on tax forms, to gain employment, to obtain health- 9
care or prescription drugs, to avoid criminal prosecution,
m or in other ways.
A mortgage or line of credit | didn't authorize was opened 1
= in my name.
[ My identity was stolen and used in some other way. 6
I I None of these 71
Note: Multiple-response question.
]
o TABLE 24
= Steps Taken to Prevent Identity Theft — by Education
“What steps, if any, have you taken to prevent identity theft?”
= Base: All adults
w Education
High
_ Total | School CS(I)Ime Gralzi(:JS;tH
(n=2,120) | (n=258) | (n=819) | (n=1,043)
Watch for suspicious activity on accounts 73 66 75 84
Shred mail that has my account numbers 72 n n 76
Limit access to my Social Security number 69 66 70 74
Check my credit reports 41 31 42 54
Limit the purchases | make online* 30 34 30 26
Limit my online banking transactions* 24 23 24 24
Signed up for a credit-monitoring service 8 5 10 12
Other 5 5 5
| have not taken any steps to prevent identity theft 8 1 9

Note: Multiple-response question.
*Data for these responses were weighted to reflect the online adult population.
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TABLE 2B
Steps Taken to Prevent Identity Theft — by Income
“What steps, if any, have you taken to prevent identity theft?”
Base: All adults
Income
Less
$35K- | $50K-
Total | fhan | sag.9k | s74.9K | ST+
(n=2,120)|(n=436)| (n=256) | (n=387) | (n=684)
% % % % %
Watch for suspicious activity on accounts 73 64 79 80 78
Shred mail that has my account numbers 72 62 74 71 71
Limit access to my Social Security number 69 66 73 67 68
Check my credit reports 41 34 33 37 53
Limit the purchases | make online* 30 31 4 26 24
Limit my online banking transactions® 24 22 27 24 21
Signed up for a credit-monitoring service 8 6 6 8 "
Other 5 1 6 3 2
| have not taken any steps to prevent
identity theft N L ) g

Note: Multiple-response question.
*Data for these responses were weighted to reflect the online adult population.

TABLE 2C

Steps Taken to Prevent Identity Theft — by Region

“What steps, if any, have you taken to prevent identity theft?”
Base: All adults
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Region

Total Neoalgt]- V“\/Illle(it South | West

(n=2,120)| (n=553) | (n=501) | (n=602) | (n=464)
% % % % %
Watch for suspicious activity on accounts 73 73 70 75 75
Shred mail that has my account numbers 72 70 72 n 71
Limit access to my Social Security number 69 62 72 70 Al
Check my credit reports 4 38 37 41 47
Limit the purchases | make online* 30 27 32 33 27
Limit my online banking transactions* 24 20 27 25 22
Signed up for a credit-monitoring service 8 8 7 8 10
Other 5 3 5 6 4
ildllan\',(iy n;)ht etfe;ken any steps to prevent 8 1 6 8 9

Note: Multiple-response question.
*Data for these responses were weighted to reflect the online adult population
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TABLE 2D
Steps Taken to Prevent Identity Theft — by Age
“What steps, if any, have you taken to prevent identity theft?”
Base: All adults
Age
Total | 18-34 | 35-44 | 45-54 55+
(n=2,120)| (n=646) | (n=397) | (n=415) | (n=662)
% % % % %
Watch for suspicious activity on accounts 73 63 77 81 76
Shred mail that has my account numbers 72 62 75 76 78
Limit access to my Social Security number 69 60 74 70 74
Check my credit reports 4 42 42 43 37
Limit the purchases | make online* 30 27 30 28 39
Limit my online banking transactions* 24 17 22 30 32
Signed up for a credit-monitoring service 8 6 8 13 7
Other 5 6 4 4 4
ildf;a:]\;iynﬁ;c:;ken any steps to prevent 8 15 5 5 6
Note: Multiple-response question.
*Data for these responses were weighted to reflect the online adult population.
TABLE 2E
Steps Taken to Prevent Identity Theft — by Gender
“What steps, if any, have you taken to prevent identity theft?”
Base: All adults
Gender
Total Male Female
(n=2,120) | (n=1,028) | (n=1,092)
% % %
Watch for suspicious activity on accounts 73 68 78
Shred mail that has my account numbers 72 68 76
Limit access to my Social Security number 69 66 72
Check my credit reports 4 38 43
Limit the purchases | make online* 30 31 30
Limit my online banking transactions* 24 25 22
Signed up for a credit-monitoring service 8 8
Other 5 3
| have not taken any steps to prevent identity theft 8 1 6

Note: Multiple-response question.

*Data for these responses were weighted to reflect the online adult population.
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TABLE 3
Actions Taken When Faced with Suspicious Email

Volume
Issue
May 18
2006

“What, if anything, do you do when you receive an email from a financial institution or other
company you have an account with (i.e., phone company, utility company, etc.) that appears

suspicious? Please select all that apply.”
Base: All adults

Total
(n=2,120)

%
Have Received Emails (NET) 83
Delete it 52
Report it or confirm it with the financial institution 39
Go to the company’s website on my own to check my account 36
Click on the link provided in the email to check my account
Other
Nothing
| have never received emails from a_financial institution or 17
other company | have an account with

Note: Multiple-response question.

Data for all responses in this table weighted to reflect the online adult population.

TABLE 4
Amount of Money Stolen

“How much money, if any, did you lose before attempting to recover it? If you have had your
identity stolen on more than one occasion, please think only about the most recent time.”

Base: Those who have had their identity stolen*®

Total

(n=508)
%
$0 40
Lost Money Due to Identity Theft* (NET) 60
$1-$100 17
$101-$250 9
$251-$500 15
$501-$1,000 9
$1,001-$2,000 5
$2,001+ 6

Mean (for those who lost money only) $1,089

Note: Percentages may not add up to exactly 100% due to rounding.

*Defined as those adults who said their credit or debit card was used by someone they didn‘t know
without their permission, their identity was used to open a phone, utility or other type of account, their
personal information was used for non-financial fraud, such as on tax forms, to gain employment, to
obtain healthcare or prescription drugs, to avoid criminal prosecution, or in other ways, a mortgage or
line of credit they didn't authorize was opened in their name, and/or their identity was stolen and used

in some other way.
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ONLINE™ Amount of Time It Took to Recover Loss
“How long did it take to recover your financial loss?”
Base: Those who have had their identity stolen* and lost money

Total
(n=295)
%
Less than 3 months 57
3 months to less than 6 months 1
6 months to less than 1 year
1 year to less than 2 years
2 years or more
| have not yet been able to recover my loss 21

*Defined as those adults who said their credit or debit card was used by someone they didn‘t know
without their permission, their identity was used to open a phone, utility or other type of account, their
personal information was used for non-financial fraud, such as on tax forms, to gain employment, to
obtain healthcare or prescription drugs, to avoid criminal prosecution, or in other ways, a mortgage or
line of credit they didnt authorize was opened in their name, and/or their identity was stolen and used
in some other way.

TABLE 6

Trust in Preventing Personal Information Access

“How much do you trust each of the following to prevent others from accessing your
sensitive personal information or account number?”

Base: All adults
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A Fair L‘I’t‘:l’z ,
Amount/ |A Great| A Fair Not At Very | Not | Not
Great Deal | Deal |Amount Little | At All | Sure
(NET) -
(NET)
Banks % 80 44 36 18 12 6 2
Credit card companies % 64 24 4 3 19 12 5
Insurance companies % 62 19 43 3 21 1 7
Brokers % 50 15 35 33 20 14 i
Retailers % 43 5 38 52 35 17 b

Note: Percentages may not add up to exactly 100% due to rounding.

Downloadable PDFs of The Wall Street Journal Online/Harris Interactive
Personal Finance Polls are posted at
heep://www.harrisinteractive.com/news/newsletters_wsjfinance.asp.

Methodology

This survey was conducted online within the United States between May 1 and 3,
2006 among 2,120 adults (aged 18 and over). Figures for age, sex, race/ethnicity,
education, region and household income were weighted where necessary to bring
them into line with their actual proportions in the population. Propensity score
weighting was also used to adjust for respondents’ propensity to be online.
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All surveys are subject to several sources of error. These include: sampling error
(because only a sample of a population is interviewed); measurement error due to
question wording and/or question order, deliberately or unintentionally inaccurate
responses, nonresponse (including refusals), interviewer effects (when live inter-
viewers are used) and weighting.

With one exception (sampling error) the magnitude of the errors that result can-
not be estimated. There is, therefore, no way to calculate a finite “margin of error”
for any survey and the use of these words should be avoided.

With pure probability samples, with 100 percent response rates, it is possible to
calculate the probability that the sampling error (but not other sources of error)

is not greater than some number. With a pure probability sample of 2,120 adults
one could say with a 95 percent probability that the overall results have a sampling
error of +/- 3 percentage points. Sampling error for the various sub-samples shown
in the tables is higher and varies. However that does not take other sources of
error into account. This online survey is not based on a probability sample and
therefore no theoretical sampling error can be calculated.

These statements conform to the principles of disclosure of the National Council on
Public Polls.

About the Survey

The Wall Street Journal Online/Harris Interactive Personal Finance Poll is an
exclusive poll that is published in the Personal Journal Edition of The Wall Street
Journal Online at www.wsj.com/personaljournal.

About The Wall Street Journal Online

The Wall Street Journal Online at WSJ.com, published by Dow Jones & Company
(NYSE: DJ; www.dowjones.com), is the largest paid subscription news site on the
Web. Launched in 1996, the Online Journal continues to attract quality subscribers

that are at the top of their industries, with 761,100 subscribers world-wide as of
Q1, 2006.

The Online Journal provides in-depth business news and financial information
24 hours a day, seven days a week, with insight and analysis, including breaking
business and technology news and analysis from around the world. It draws on
the Dow Jones network of nearly 1,900 business and financial news staff-the
largest network of business and financial journalists in the world. The Online
Journal also features exclusive content, including interactive graphics on business
and world news, and online-only columns about the automotive industry,
technology, personal finance and more.

The Online Journal offers three industry-specific verticals: the award-winning
Health, Media & Marketing and now Law. Health offers authoritative analysis,
breaking news and commentary from top industry journalists. Media &
Marketing is designed for professionals in the advertising, marketing, entertain-
ment and media industries. Law is designed to provide law firms and attorneys
timely information on events and trends important to the legal market.
Subscribers to all also get access to the full content of the Online Journal.
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For more information, please
contact us at:
877.919.4765
or visit
www.harrisinteractive.com/financial
Media inquiries, contact:

Jennifer Cummings 585.214.7720
jcummings@harrisinteractive.com

©2006, Harris Interactive Inc. All rights reserved.
Other product and/or company names used herein
are trademarks of their respective owners.
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In 2005, the Online Journal was awarded a Codie Award for Best Online News
Service for the second consecutive year, and its Health Industry Edition was awarded
Best Online Science or Technology Service for the third consecutive year. In 2004,
the Online Journal received an EPpy Award for Best Internet Business Service over

1 million monthly visitors.

The Wall Street Journal Online network includes CareerJournal.com,
OpinionJournal.com, StartupJournal.com, RealEstateJournal.com and
CollegeJournal.com.

About the Financial Services Practice

The Harris Interactive Financial Services Practice provides custom, global research
solutions to leading companies in the financial services industry. Research profes-
sionals with specific expertise across a range of financial services sectors, including
banking, payment systems, securities and investments, and insurance, act as strate-
gic partners to their clients. The Financial Services Practice plays a key role in
branding initiatives, customer profiling and segmentation, new product develop-
ment, customer loyalty management, market planning initiatives and studies that
support clients as thought leaders. (www.harrisinteractive.com/financial)

About Harris Interactive

Harris Interactive, the 13* largest and fastest-growing market research firm in the
world, provides clients with research-driven insights and strategic advice to help
them make more confident decisions, leading to measurable and enduring
improvements in performance.

Widely known for The Harris Poll® and for pioneering online market research
methods, Harris Interactive serves clients worldwide through its United States
(www.harrisinteractive.com), Europe (www.harrisinteractive.com/europe), and Asia
offices and is supported by its a wholly-owned subsidiary Novatris
(www.novatris.com) in Paris and an independent global network of affiliate market
research companies. Harris Interactive is headquartered in Rochester, New York,
and Europe operations are based in London.

To become a member of the Harris Poll Online™ and be invited to participate in
online surveys, go to www.harrispollonline.com. EOE M/F/D/V

To Subscribe

Please visit www.harrisinteractive.com/newsletters

To Unsubscribe

Please send an email to newsletters@harrisinteractive.net or simply click on the
“One-Click Unsubscribe” link in the footer of the email you received with this
newsletter.
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